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Workforce Solutions Middle Rio Grande
Board of Directors Meeting
Thursday, February 12, 2026 @ 1:00 p.m.
Workforce Board Room
216 Main Street, Uvalde Texas 78801

I. Call Meeting to Order

II. Invocation

III. Roll Call

IV. Introduction of Guest

V. Public Comment

VI. Approval of Minutes for: December 11, 2025 pg. 1-8
VII. Old Business

VIII. New Business

A. Executive Committee - Christopher Hill, Board Chairman

Action Item:

1. Review/Approve Annual Financial Monitoring Review
from Diaz, Smith and Associates for September 1,
2024 through July 31, 2025, pg. 9-15

2. Review/Approve Policy IT0O01 - Minimum Standards,
pg. 16-35

3. Review/Approve purchase of Cybersecurity Compliance
Application not to exceed $50,000, pg. 36

Information Items:
1. Update - Board Membership, pg. 37-38

B. Finance and Audit Committee - Myrta Garcia, Chair
Action Items:
1. Review/Approve December 2025 WFSMRG Fiscal Agent
Expenditure report, pg. 39-40
2. Review/Approve - Financial & Data Analyst monitoring
report for November and December 2025, pg. 41-42

Workforce Solutions Middle Rio Grande is an equal opportunity Employer / Program. Auxiliary aids and services are available upon
request to individuals with disabilities. TTY/TDD via Relay Texas: 711/TDD: 1-800-735-2989 / Voice: 1-800-735-2988



Information Items:

1. Revenue vs. Expenditure summary for December 2025,
pg. 43-45

2. Update - FY25 Fiscal Audit ending September 30, 2025

3. HB1 Budget Acceptance for year beginning October 1,
2025, pg. 46

. Child Care Committee - Margot Mata, Chair
Action Items:
1. Child Care Quality Expenditures in the estimated

amount of $202,000, pg. 47
2. Review/Approve Policies:

a. Texas Child Care Connection and Child Care

Automated Attendance, pg. 48-52
Priority of Child Care Service, pg. 53-56
Maintenance of a Waiting List, pg. 57-60
Child Care Transfer Request, pg. 61-62

apgo

Information Items:

1. Child Care report, pg. 63-64

2. Update on Child Care Formula and Child Care
Protective grants

. Monitoring & Oversight Committee - Juan Martinez, Chair

Action Items:

1. Review/Approve Board Monitoring Reviews for October
& November 2025

SNAP, pg. 65-66

Choices, pg. 67-69

WIOA, pg. 70-71

Childcare, pg. 72-74

RESEA, pg. 75-77

Pooow

Information Items:

1. WFS Program Reports, pg. 78

2. VOS Greeter Report, pg. 79

3. Student Navigator Report, pg. 80
4, Youth Coach Report, pg. 81-82

. Economic Development Committee — Laura Lopez, Chair
Action Items: None



Information Items:

1. Middle Rio Grande Local Area Employment Statistics,
Pg. 83

2. Middle Rio Grande Labor Market Information, pg. 84

F. Executive Director’s Report — Rosie Lozano, pg. 85
G. MRGDC Executive Director’s Report —- Michelle Garcia, pg.
86-89
H. Other Business
IX. Adjournment

Note: To sign up for Public Comment please call Board Office at 830-591-0141



Meeting Notice Closed or Executive Session

If during the course of the meeting covered by this Notice, the Board should determine that a
closed or executive session of the Board should be held or is required in relation to any item
included in this notice, then such closed or executive meeting or session as authorized by Section
551.001 et seq. of the Texas Government Code (the Open Meetings Act) will be held by the Board
at that date, hour and place given in this notice or as soon after the commencement of the
meeting covered by this notice as the Board may conveniently meet in such closed or executive
meeting or session concerning any and all subjects and for any and all purposes permitted by

Sections 551.071-551.084, inclusive, of the Open Meetings Act, including, but not limited to:

a) Section 551.084 - For the purpose of excluding witnesses or witnesses
from a hearing during the examination of another witness.

b) Section 551.071 - For the purpose of a private consuitation with the
Board's attorney on any or all subjects or matters authorized by law.

C) Section 551.072 - For the purpose of discussing the purchase,
exchange, lease or value of real property.

d) Section 551.073 - For the purpose of considering a negotiated contract for
a prospective give or donation.

@) Section 551.074 - For the purpose of considering the appointment,
employment, evaluation, reassignment, duties, discipline or dismissal of
a public officer or employee or to hear complaints or charges against a
public officer or employee.

f) Section 551.076 - To consider the deployment, or specific occasions for
implementation of security personnel or devices.

Should any final action, final decision, or final vote be required in the opinion of the Board
with regard to any matter considered in such a closed or executive meeting or session, then
such final action, final decision, or final vote shall be at either:

a) the open meeting covered by this notice upon the reconvening of this
public meeting, or

b) at a subsequent public meeting of the Board upon notice thereof, as
the Board shall determine.

Workforce Solutions is an Equal Opportunity Employer/Program
Auxiliary aids and services are available upon request to
individuals with disabilities.



Workforce Solutions Middle Rio Grande Board

MINUTES
Board of Directors’ Meeting
In Person / Virtual Workforce Solutions Board Room
December 11, 2025 Thursday 1:00 PM

OFFICERS PRESENT:

Rodrigo Jaime, Parliamentarian, Private Sector, Carrizo Springs
Myrta Garcia, Treasurer, CBO, Cotulla

Juan Martinez, Secretary, CBO, Carrizo Springs

Laura Lopez, Vice-Chair, Private Sector, Crystal City

MEMBERS’ PRESENT:
Monica Gonzales
Lydia Sieple
Wendall Sansom
James Glasscock
Shelly Collins
Sara Rivas
Melissa Hayman
Aracely Castle
Michael Grooms
Arturo Gonzales
Cody Smith

Jesse Martinez, Jr.
Romelia Aranda
Jesse Rizo
Yolanda Ramon
Juan C. Vasquez

MEMBERS ABSENT:
Christopher Hiller
Larry Martin

Dora Garza Velasquez
Harry McHazlett
Leslie Guillot

Sergio Diaz

Dana Johnson

J.J. Suarez

Margot Mata

Elsa Villalpando
Sandra Seidel

Ernest Flores
Shawna Bunkhart



OTHERS PRESENT:
Rosie Lozano
Nereida Santos
Barbara Lopez
Roxanne Gonzalez
Michelle Garcia
Ariana Gonzalez
Betsy Prado

Bobby Castillo

I. CALL TO ORDER
Myrta Garcia, Treasurer, called the meeting of the Workforce Solutions
Middle Rio Grande Board of Directors to order at approximately 1:01 PM.

I1. INVOCATION
The invocation was made by Juan Martinez.

III. ROLL CALL

Nereida Santos called roll, and twenty (20) board members were determined
to be present. Having established a quorum, the following business was
discussed.

IV. INTRODUCTION OF GUEST (S)
None

V. Public Comments
None

VI. APPROVE MINUTES FOR: August 14, 2025, and October 9, 2025
Arturo Gonzales motioned to approve both minutes and Juan Carlos Vasquez
seconded the motion. Motion carried.

VII. Old Business
None

VIII. New Business
A. Executive Committee - Myra Garcia, Treasurer
Action Items:
' Closed Session
Executive Session: Section 551.074 - For the purpose of
considering the appointment, employment, evaluation, re-
assignment, duties, discipline or dismissal of a public officer or
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employee or to hear complaints or charges against a public
officer or employee.

Discuss the annual evaluation of Rosie Avila-Lozano, Executive Director
of the WFSMRG Board.

Board Members went into close session at 1:06 pm and resumed
meeting at 1:48pm

Action Item:

1. Ratification - Present annual evaluation of Rosie Avila-Lozano,
Executive Director of the WFSMRG Board.

Juan Martinez motioned to approve 10% increase pay starting October
1, 2025, and Jesse Martinez, Jr., seconded the motion. Motion carried.

2. Ratification - Review/Approve Workforce Solutions Middle Rio Grande
Board Programmatic Risk Assessment of the Middle Rio Grande
Development Council as contractor for Workforce and Child Care

Rosie explained that the board requested an update on Programmatic
Risk Assessment. No questions asked.

Michael Grooms made motion to approve Programmatic Risk
Assessment and James Glasscock seconded the motion. Motion carried.

3. Ratification - Review/Approve - Child Care Contract Amendment #1
- Local Match Grant

Rosie stated that this year all Local Match Grant funds must be
allocated to direct care.

Rodrigo Jaime motioned to approve Amendment and Juan Carlos
Vasquez seconded the motion. Motion carried.

4. Review/Approve - Uvalde Lease Agreement

Rosie stated that it is more cost-effective to remain at our current
facility. The cost is $0.97 per square foot, compared to $4-$5 per
square foot at other facilities. This cost includes renovations such as
replacing carpet with tile and painting several offices. The lease term
will be five years, with an option to extend for an additional five years.
Juan Martinez motion to approve Uvalde Lease Agreement and Juan
Carlos Vasquez seconded the motion. Motion carried.

5. Ratification — Review/Approve - 1st Extension of 4-year contract
with Cano & Company Real Estate Broker Services
3



No questions asked.
Rodrigo Jaime motion to approve extension and Juan Martinez
seconded the motion. Motion carried.

6. Ratification - Review/Approve - Board Salary Schedule 2025- 2026

Rosie stated that the salary goes aligned with the HB1 budget so that
we know what the salary schedule is.

Michael Grooms motion to approve and Juan Martinez seconded the
motion. Motion carried.

7. Ratification - Review/Approve - Board Holiday Schedule 2025-2026

Rosie stated that the organization’s holiday schedule aligns with state
and federal holidays, with the Workforce side adhering to the same
schedule.

Rodrigo Jaime motion to approve Holiday Schedule and Jesse Rizo
seconded the motion. Motion Carried.

Information Items:

1. Update - Board Membership

2. Intent to Sanction related to Prior Year findings in the Choices and
SNAP E&T Programs (CAP’s)

Rosie briefly reviewed the vacancies in Val Verde County and Dimmit
County. She also addressed the audit resolution letter, noting that
while the audit was officially closed, the issues were not fully resolved.
The Texas Workforce Commission (TWC) sanctioned us and placed us
on a corrective action plan for the Choices and SNAP program. The
corrective action plan was included in the packet.

B. Finance and Audit Committee - Myrta Garcia, Treasurer
Action Items:
1. Ratification - Review/Approve - Garza/Gonzales & Associates Annual Audit
- 1%t extension for audit year ending September 30, 2025, estimated fee
of $38,850 and up to $2,500 travel reimbursement.

Rosie stated that they conduct an annual audit and was informing the board
that the audit is scheduled to begin in January 2026. The engagement letter
was included in the packet.

Rodrigo Jaime motioned to approve, and Juan Carlos Vasquez seconded the
motion. Juan Martinez abstained. Motion carried.
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2. Review/Approve WFSMRG Fiscal Agent Expenditure report
a. Ratification — August 2025
b. September 2025
c. October 2025

Betsy briefly explained the expenditure for each month, no questions asked.
Laura Lopez made a motion to approve the Expenditure report and Rodrigo
Jaime seconded. Motion carried.

3. Review/Approve - Financial & Data Analyst monitoring report for:
a. Ratification - June & July 2025
b. August & September 2025

Betsy stated that there were no errors in June-July and 100% error rate in
Aug.-Sept. for missing deadline. She takes full accountability and ensures it
won‘t happen again and that there is a write up in place.

Juan Carlos Vasquez motioned to approve monitoring report and Arturo
Gonzales seconded the motion. Motion carries

4. Ratification - Review/Approve - Policies:

a. FISCAL024 Property Management, Chg. 1
The policy change required by FMGC was the update of the threshold amount
from $5,000to $10,000.
Juan Carlos Vasquez motioned to approve, and Michael Grooms seconded the
motion. Motion carries.

Information Items:
1. Revenue vs. Expenditure summary for August & October 2025

2. Workforce Contracts for:

a. 2726TAF001 - Temporary Assistance for Needy Families/Choices
$783,754 for Oct 1, 2025 - Oct 31, 2026

b. 2726CCQ001 - Child Care and Development Fund Quality
Improvement Activity $537,777 for Oct 1, 2025 - Oct 31, 2026

c. 2726CCP001 - Texas Department of Family and Protective
Services Child Care, Sept 1, 2025 - Dec 31, 2026

d. 2726CQF001 - Child Care and Development Fund Quality Four
Percent Activities $298,850 for Oct 1, 2025 - Oct 31, 2026

e. 2725REA001 Amendment #1 - Reemployment Services and
Eligibility Assessment $207,500 Sept 1, 2025 - Feb 28, 2026

f. 2726REA001 - Reemployment Services and Eligibility Assessment
$207,536, October 1, 2025 - September 30, 2026

g. 2725SNEQO1 - Supplemental Nutrition Assistance Program
$135,684 Oct 1, 2025 - Sept 30, 2026
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h. 2726WCI001 - Workforce Commission Initiative $41,044 October
1, 2025 - September 30, 2025

i. 2726 TRAOO1 - Trade Act Services for Dislocated Workers $5,000
October 1, 2025 - September 31, 2026

j. 2726WPA001 - Wagner-Peyser Employer Services $7,994
October 1, 2025 - December 31, 2026

k. 2725DF001 - Skills Development Fund in Partnership with
Steelmation Corporation $10,543 August 31, 2025 - August 31,
2026

I. 2726WO00001 - Additional Program Funding $20,023 October 1,
2025 - September 30, 2026

m. 2726CCF001 - Child Care Services Formula Allocation
$11,055,384 for August 31, 2025 - December 31, 2026

Rosie explained each grant. MRGDC ranked among the top five
performing boards for the RESEA program, placing third, which resulted
in additional funds for our organization. She also provided an overview of
the RESEA program. No questions were asked.

C. Child Care Committee - Myrta Garcia, Treasurer
Action Items: None

Information Items:
1. Child Care report

Rosie provided a brief overview of the child care performance measures.
The corresponding report was included in the meeting packet. No
questions were raised.

D. Monitoring and Oversight Committee -Myrta Garcia, Treasurer

Action Items:

1. Corrective Action Plan’s (CAP):
a. Supplemental Nutrition Assistance Program (SNAP) CAP
b. Choices CAP

Because TWC placed the Board on a Corrective Action Plan (CAP), the
Contractor will be on a CAP. Rosie explained that she meets with Barbara
to review each file and identify errors. She noted that improvements are
being seen and stated that conditions should continue to improve. Rosie
also indicated that she and Barbara are communicating more frequently
to resolve issues. The reports provided by the Contractor are the same
reports being submitted to TWC.



Juan Carlos Vasquez motioned to approve, and Laura Lopez seconded
the motion. Motion carried.

2. Review/Approve Board Monitoring Reviews:
a. Ratification: June - July 2025
i. SNAP
ii. Choices
iii. WIOA
iv.Childcare
v. RESEA

b. August - September 2025
i. SNAP
ii. Choices
iiil. WIOA
iv. Childcare
v. RESEA

Rosie stated that she is confident there will be improvement by the next
board meeting. The monitoring reports for June-July and August-
September were included in the board packet. No questions were asked.

Rodrigo Jaime motioned to approve monitoring reports and Laura Lopez
seconded the motion. Motion carried.

3. Ratification - Review/Approve Policies:
a. ALL12 Access and Data Security for Workforce Applications,
Change 6

b. All21 Unemployment Insurance Weekly Work Search

All12 Chgb6 needed to be updated to say the following: The Contract must
comply with assuring that all PII information is kept confidential and
secure. That all PII is collected, used and stored in a manner that will not
be accessible to unauthorized personnel. This written in the One Stop
Contract just needed to be added to the policy.

All21 Boards must establish the minimum number of weekly work search
contacts required of unemployment insurance claimants for each county.
This policy defines how many work searches each county needs to be
doing.

Laura Lopez motioned to approve the policies and Juan Carlos Vasquez
seconded the motion. Motion carried.

Information Items:
1. WFS Program Reports



2. VOS Greeter Report

3. Student Navigator Report

4. Youth Coach Report

Rosie went over the MPR that was distributed at the meeting. She stated
that she and Barbara are meeting to identify those who are not meeting
requirements and are also mentoring new staff. She noted that the MPR
is received around the 20th of each month.

Economic Development Committee-Myrta Garcia, Treasurer
Action Items: None

Information Items:
1. Middle Rio Grande Labor Local Area Employment Statistics
2. Middle Rio Grande Labor Market Information

Reports were included in board packet, no questions asked.

F. Executive Director's Report - Rosie Lozano
Rosie had discussed the TWC 28th Annual Conference she recently

attended. She briefly went over her report that was included in the board
packet.

G. Executive Director's Report - Michelle Garcia
Michelle stated that her staff has been working closely with Rosie and
board staff. She also spoke about her experience attending the TWC 28th
Annual Conference. Her report was included in the board packet.

H. Other Business
None

I. Adjournment

Juan Carlos Vasquez made a motion to adjourn and seconded by Jesse
Rizo. Motion carried. Adjourn at 2:35 pm.

Juan Martinez, Jr. Date
Secretary



Annual Financial Monitoring Review

of the
Middle Rio Grande Development Council (MRGDC)
in its’ capacity of Fiscal Agent, Administrative Entity, Workforce
Center Operator, Child Care and Specialty Contractor for the
Workforce Solutions Middle Rio Grande (the Board) by virtue
of the fact the MRGDC serves as the Boards Fiscal Agent and
Administrative Entity

January 9, 2026



eport Demographics

Report Number:
Report Type:

Report Issue Date:

Entities Reviewed:

Review Type:

Applicable Period:

Review Conducted by:

Exit Conference:

Report Developed by:

26%04

Final

January 9, 2026

Workforce Solutions Middle Rio Grande (the Board)

by virtue of the fact the MRGDC serves as the Boards Fiscal Agent and
Administrative Entity

Middle Rio Grande Development Council (MRGDC)
in its’ capacity of Fiscal Agent, Administrative Entity, Workforce Center
Operator, Child Care and Specialty Contractor for the Board.

Annual Financial Monitoring Review

September 1, 2024 through July 31, 2025

]_—D)iaz, Smith, and BAssociates

Anna Rocha-Diaz
Sujuane Smith
Edward. Taylor

None required no findings determined

Edward Taylor
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Applicable Definitions

Board: The Middle Rio Grande Workforce Development Board, dba. Workforce Solutions Middle
Rio Grande created pursuant to Texas Government Code§2308.253 and certified by the Governor
pursuant to Texas Government Code §2308.261.

Briefing Items: are general noncompliance conditions that are observed and documented by the
monitors based on established law, procedures, or other authoritative guidance. These
noncompliance conditions are considered lower risk findings but could potentially result in a
higher risk finding based on the nature of the deficiency (i.e., repeat violations, issues indicative of
systemic problems). These items while documented in the workpapers may or may not be included
in the report. All briefing items are discussed on-site during the review. The determination of
report inclusion shall be based on criteria as determined by the Board.

Disallowed Costs: Those charges to an award that are determined to be unallowable, in
accordance with the applicable Federal cost principles, applicable State rules, regulations, policies
or other terms and conditions contained in the award.

Finding: an instance where noncompliance with requirements contained in federal or State law,
regulation, administrative code, guidance or other promulgations are determined and are
considered to be issues that are of high risk that could potentially result in questioned costs and/or
impact the integrity of program operations.

FMGC: Texas Workforce Commission Financial Manual for Grants and Contracts

Notable Practices - are informative statements that highlight and recognize positive processes and
improvements.

Observations: Areportable condition that does not currently have a material effect on internal
controls and the accuracy of the financial information. An observation, if not addressed, presents
the possibility of a future circumstance of non-compliance and/or internal control weaknesses.
Additionally, observations are informative statements or constructive comments made to identify
processes that can assist the entity being reviewed improve service delivery and result in positive
program outcomes. Observations are not expected to be responded to

Questioned cost: A cost that is questioned by the monitor because of a monitoring finding (1) that
resulted from a violation or possible violation of a provision of a law, regulation, contract, grant,
cooperative agreement, or other agreement or document governing the use of Federal funds,
including funds used to match Federal funds; (2) where the costs, at the time of the monitoring
review, are not supported by adequate documentation; or (3) where the costs incurred appear
unreasonable and do not reflect the actions a prudent person would take in the circumstances.

Recommendation: Suggested corrective action(s) for a finding and/or observation identified in a
monitoring report. The recommendation, where and when appropriate, should address the cause of
the problem, not the problem itself.
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Review Scope

This annual financial monitoring evaluation of the Middle Rio Grande Development
Council (MRGDC) In the capacity of Fiscal Agent, Administrative Entity, Workforce Center
Operator, Child Care and Specialty Contractor of the Workforce Solutions Middle Rio
Grande (the Board). Also reviewed is Workforce Solutions Middle Rio Grande (the Board)
by virtue of the fact the MRGDC serves as the Boards Fiscal Agent and Administrative
Entity.

The review was performed to assess the reliability of review period fiscal data.
Additionally, the review evaluated the degree of compliance with the applicable Board

contract(s), policies, laws, regulations, and the adequacy of internal fiscal controls. The

following areas/items were examined:

1. Budget vs. Expenditures: We reconciled and compared the MRGDC expenditures to
thirty-two (32) TWC CEDR reports for the periods ended September 20, 2024 and
July 31, 2025.

2. Cash Management: \
o Bank Reconciliations: We examined bank statements and reconciliations for the

following MRGDC and Board First State Bank accounts for the three-month period

ended July 31, 2025.

e MRGDC - Consolidated Account

MRGDC - Payroll Account

MRGDC - Client Payroll Account

Board - Consolidated Account

Board - Payroll Account

Our cash management review included an analysis of collateral agreement
adequacy and an excess cash evaluation, where applicable.

3. MRGDC Disbursements: Supporting documentation for forty-four (44),
judgmentally selected disbursement transactions as reflected below:
e Workforce Direct (15)
e (Child Care Operations (10)
e 8400, 8500, 8700 - Workforce Pools (14)
e 1010 - Central Service Fee Pools (5)

4. Board Disbursements:; Supporting documentation for thirty (30), judgmentally
selected disbursement transactions derived as reflected below:
o Workforce Direct (10)
e (Child Care Operations (10)
e 8300- Workforce AP Pool and 8300- Workforce Program Pool (10)
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10.

n

12.

Individual Training Accounts (ITA): Supporting documentation for eight (8)
randomly selected ITA agreements and related transactions occurring during the
review period was evaluated.

Work Experience Payroll: Payroll documentation for ten (10) work experience
clients was reviewed for various pay periods occurring during the review period.
Items reviewed included employee work experience agreements and policies, time
sheets, pay (rate) authorization documents, forms -9 and W-4, wage authorization
forms, workstation information, and check stubs (where applicable).

Payroll: Payroll documentation for eight (8) MRGDC and four (4) Board employees
for pay periods occurring during the months October 2024, March 2025 and July
2025.

ltems reviewed included employee time sheets, pay (rate) authorization documents,
forms I-9 and W-4, canceled checks, leave authorizations, and allocation
worksheets (where applicable).

Insurance: The MRGDC and Board insurance certificate(s) applicable to the review
period was evaluated for compliance with the requirements of its contract(s) with
the Board.

Audit: We examined the MRGDC and Board audit reports prepared by Garza and
Gonzalez & Associates, for the years ended as follows:
o Board: Fiscal Year ended September 30, 2024, dated March 31, 2025 (no findings
indicated)
e MRGDC: Fiscal Year ended September 30, 2024, dated March 31, 2025 (no
findings indicated

MRGDC Cash Equivalents: Our review consisted of the following:

e We conducted an on-site physical count and reconciliation of gift cards at the
MRGDC Fiscal Department on November 25, 2025.

e Reviewed MRGDC gas card audit for the most recent month available. The
reconciliations conducted by the Workforce Centers as of 7/31/2025 were
compared to the General Ledger.

¢ Reconciled all WFC end of month audits to the general ledger balances for
Dimmit, Edwards, Kinney, La Salle, Maverick, Uvalde, Real (Campwood and Leakey),
Val Verde and Zavala workforce centers.

Procurement: We reviewed supporting documentation for the following
procurements occurring in and/or applicable to the review period.
o Seven (7) Board micro-procurements

Property: We reconciled the MRGDC property value per its general ledger trial
balance to the property insurance coverage.
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13. Direct Child Care Payments: A sample of thirteen (13) Child Care payment
transactions were randomly sampled from 230 reports for the months of October
2024, March 2025, and July 2025. Documents reviewed, where applicable, included
the following:

Child Care policies and procedures

Applicable client files

Provider files

Billing file(s) for the related provider
EFTs for the applicable billings

TWIST attendance report for child or paid claim report for the provider month

Listing of TRS and School Ready Providers
CCMS Maximum rates
TWIST rate schedule for each provider selected

14. Conflict of Interest: We examined executed conflict of interest statements as
follows:
MRGDC: Reviewed five (5) of twenty-nine (29) board members conflict of

interest forms

Board: Reviewed five (5) of thirty-one (31) board members conflict of interest

forms

15. Cost Allocation Testing: We tested a representative random sample of allocated
transactions as reflected in the following diagram.

LINE DESCRIPTION ENTITY | FUND GL MONTH STATUS No.
1 |Central Service Fee MRGDC 1010 |5311 Mgmt Srv Fee Oct. 2024, Mar. 2025, July 2025 |0k, no issues 3
WFB 1010 |5311 Mgmt Srv Fee Oct. 2024, Mar. 2025, July 2025 |0k, no issues 3
2 |WF Program Pgol MRGDC 8400 [5M Salary, 5150 WF Prog | Oct. 2024, Mar. 2025, July 2025 | Ok, no issues 3
3 [Regional Overhead Pool  |MRGDC 8700 |[5317 Contract Services October 2024 0k, no issues 3
5340 Equip Lease March 2025 Ok, no i
5340 Equip Lease July 2025
4 |WF ADMIN POOL WFB 8300 {51 Salary / PIN Oct. 2024, Mar. 2025, July 2025 | Ok, no issues 3
5 |WF PROGRAM POOL WFB 8600 |5331 Rent, 5751 Uvalde WFC {Oct. 2024, Mar. 2025, July 2025 |0k, no i 3
Allocations Tested=>| 18

Because of inherent limitations in any system of internal accounting and administrative controls used
in administering federal financial assistance programs, errors or irregularities may nevertheless occur
and not be detected. Also, projection of any evaluation of the systems to future periods is subject to the
risk that procedures may become inadequate because of changes in conditions or that the degree of
compliance with the procedures may deteriorate.
The workpapers and source documents resultant from this review are maintained by Diaz, Smith and
Associates and are available for inspection with approval by the Middle Rio Grande Workforce
Development Board.
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Review Findings, Observations and Briefing Items

Findings

Our financial review of the Middle Rio Grande Development Council (MRGDC) In the
capacity of Fiscal Agent, Administrative Entity, Workforce Center Operator, Child Care and
Specialty Contractor of the Workforce Solutions Middle Rio Grande (the Board) evaluated
the areas outlined in the Review Scope section of this report and did not determine any
reportable findings. Accordingly, no findings are presented.

Observations

Our financial review of the Middle Rio Grande Development Council (MRGDC) In the
capacity of Fiscal Agent, Administrative Entity, Workforce Center Operator, Child Care and
Specialty Contractor of the Workforce Solutions Middle Rio Grande (the Board) evaluated
the areas outlined in the Review Scope section of this report and did not determine any
reportable observations. Accordingly, no observations are presented.

Briefing Items

Our financial review of the Middle Rio Grande Development Council (MRGDC) In the
capacity of Fiscal Agent, Administrative Entity, Workforce Center Operator, Child Care and
Specialty Contractor of the Workforce Solutions Middle Rio Grande (the Board) evaluated
the areas outlined in the Review Scope section of this report. No briefing items were
determined.
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POLICY LETTER

ID NO: IT001 DATE ISSUED: February 12, 2026 |
TO: Workforce Solutions Middle Rio Grande Contractors
FROM: Rosie Lozano, Executive Director

SUBJECT: Minimum Standards

PURPOSE: These guidelines provide the minimum acceptable standards for the
Texas Cybersecurity Framework control objectives for the security of Texas
Workforce Commission (TWC or “the Agency”) data entrusted to each Board.

REFERENCES: ABA Policy Attachment C - Board Guidelines for Security

POLICY:

Roles and Responsibilities

Organization Head

The head of each Board is ultimately responsible for the Board’s information

resources. The head of each Board or his/her designated representative(s)

shall:

1. Designate an Information Security Officer (ISO) who has the explicit
authority and the duty to administer the information security
requirements for the entire organization;

2. Allocate resources for ongoing information security remediation,

implementation, and compliance activities that reduce risk to a level
acceptable to the Organization Head;
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. Ensure that senior Board officials and information-owners, in collaboration

with the Information Resources Manager (IRM) and (ISO), support the
provision of information security for the information systems that support
the operations and assets under their direct or indirect (e.g., cloud
computing or outsourced) control;

. Ensure that the Board has trained personnel to assist the Agency in

complying with the requirements of this Attachment C and related
policies;

. Approve high level risk management decisions;

Ensure that information security management processes are integrated
with Board strategic and operational planning processes; and

Review and approve at least annually the Board information security
program.

Information Security Officer

The Information Security Officer shall be responsible for:

1.

2.

Developing and maintaining a Board information security plan;

Developing and maintaining information security policies and procedures
that address the requirements of these guidelines and the Board's
information security risks;

Working with the business and technical resources to ensure that
controls are used to address all applicable requirements of these
guidelines and the Board's information security risks;

Providing for training and direction of personnel with significant
responsibilities for information security with respect to such
responsibilities;

Providing guidance and assistance to senior Board officials, information-
owners, information custodians, and end users concerning their
responsibilities under these guidelines;

Ensuring that information security risk assessments are performed and
documented by information-owners;
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10.

11.

Reviewing the Board's inventory of information systems and related
ownership and responsibilities;

Developing and recommending policies and establishing procedures and
practices, in cooperation with the Board Information Resources Manager
(IRM), information-owners and custodians, necessary to ensure the
security of information and information resources against unauthorized
or accidental modification, destruction, or disclosure;

Coordinating the review of data security requirements, specifications,
and, if applicable, third-party risk assessment of any new computer
applications or services that receive, maintain, and/or share confidential
data;

Verifying that security requirements are identified, and risk mitigation
plans are developed and contractually agreed and obligated prior to the
purchase of information technology hardware, software, and systems
development services for any new high impact computer applications or
computer applications that receive, maintain, and/or share confidential
data; and

Informing the parties in the event of noncompliance with these
guidelines and/or with the Board's information security policies.

Information Resources Manager

The Board shall designate an employee to serve as the Board’s Information
Resources Manager (IRM) who is a member of the Board’s executive
management team and shall have the responsibility to:

1.

Collaborate with Board senior management, information owners, and the
ISO to implement information security controls;

. Conduct strategic information resource planning to maintain systems

currency,

. Coordinate with the Organization Head to ensure adequate resources are

allocated to maintaining information resources and providing for
information resources’ recovery; and

Ensure information custodians have the training and skills to perform
their duties under these guidelines.
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Information Owner

The Information Owner or his/her designated representative(s) are
responsible for:

1.

8.

Classifying information under their authority, with the concurrence of the
Organization Head or his/her designated representative(s), in accordance
with Board’s established information classification categories;

Approving access to information resources and periodically review access
lists based on documented risk management decisions;

Coordinating data security control requirements with the ISO;

Conveying data security control requirements to custodians;

Justifying, documenting, and being accountable for exceptions to security
controls. The information owner shall coordinate and obtain approval for

exceptions to security controls with the Board I1SO; and

Participating in risk assessments of their assigned information assets.

Information Custodian

Custodians of information resources, including third party entities providing
outsourced information resources services to the Board, shall:

1.

Implement controls required to protect information and information
resources required by these guidelines based on the classification and
risks specified by the information owner(s) or as specified by the
policies, procedures, and standards defined by the Board information
security program;

Provide owners with information to evaluate the cost-effectiveness of
controls and monitoring;

Adhere to monitoring techniques and procedures, approved by the ISO,
for detecting, reporting, and investigating incidents; and

Ensure information is recoverable in accordance with risk management
decisions.
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Information User
The user of an information resource has the responsibility to:

1. Use the information resource only for the purpose specified by the Board
or information-owner;

2. Comply with information security controls and Board policies to prevent
unauthorized or accidental disclosure, modification, or destruction; and

3. Formally acknowledge that they will comply with the security policies and
procedures in a method determined by the Organization Head or his/her
designated representative.

. SECTION 1 - IDENTIFY =~
1.1. Privacy and Confidentiality

The Board shall ensure the appropriate security of retained information and
approved sharing under defined conditions with required safeguards and
assurances. This includes the requirements of the Health Insurance
Portability and Accountability Act of 1996 (HIPAA), the Texas Business &
Commerce Code, and Agency-defined privacy policies that include and
expand upon regulatory and legal requirements for establishing
contractual/legal agreements for appropriate and exchange and protection.

1.2. Data Classification

All data within the Board must be classified and systems must be
categorized by the system Owner. The default classification for all electronic
data is Confidential. Data will be classified into one of three groups of
sensitivity: Confidential; Board Sensitive; or Public. Data must be protected
in accordance with the security controls specified for the classification level
that it is assigned.

1.3. Critical Information Asset Inventory

The Board shall identify and prioritize all of the Board’s information assets so
that they are prioritized according to criticality to the business, so that
protections can be applied commensurate with the asset’s importance.

1.4. Enterprise Security Policy, Standards and Guidelines
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1.4.1 Acceptable Use

Any TWC provided computer data, hardware, and software is the
property of the State of Texas. All information passing through the
TWC network, which has not been specifically identified as the
property of other parties, will be treated as a TWC asset. Unauthorized
access, disclosure, duplication, modification, diversion, destruction,
loss, misuse, or theft of this information is prohibited. Information
entrusted to the Board will be protected in a manner consistent with
its confidentiality and in accordance with all applicable standards,
agreements, and laws. Every information system privilege that has not
been explicitly authorized is prohibited. Such privileges will not be
authorized for any Board business purpose until approved in writing.

1.4.2 Data Security Guidelines

The Board shall provide automated security and security procedures
for Board administered custom applications.

The Board shall provide standards and guidelines for use of any
unsecured networks, such as the public Internet, for transport of
confidential data.

Logical and physical access to all information resources (hardware and
software) residing in public access areas, shall be controlled by the
Board, its subrecipients, contractors, subcontractors, or Agency staff
as appropriate.

1.5. Control Oversight and Safeguard Assurance
The Board shall

(1) catalog the security activities that are required to provide the
appropriate security of information and information resources
throughout the enterprise;

(2) evaluate the control activities that have been implemented in
terms of maturity, scope/breadth of implementation,
effectiveness, or associated deficiency to assure required
protection levels as specified by security policy, regulatory/legal
requirements, compliance mandates, or organizational risk
thresholds;
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(3) ensure that control activities are performed as required and
performed in @ manner that is auditable and verifiable;

(4) identify control activities that are not implemented or are not
effective at achieving the defined control objectives; and

(5) oversee the implementation of required controls to ensure
ongoing audit readiness and effective control implementations.

1.6. Information Security Risk Management

A risk assessment of the Board’s information and information systems shall
be performed and documented as follows:

(1) The inherent impact will be ranked, at a minimum, as either
"High," "Moderate," or "Low,” as appropriate;

(2) The frequency of the future risk assessments will be
documented;

(3) Approval of the security risk acceptance, transference, or
mitigation decision shall be the responsibility of:

a. The information owner or his or her designee(s) for systems
identified with a Low or Moderate residual risk; and

b. The Board’s Chief Executive Officer for all systems identified
with a residual High Risk.

1.7. Security Oversight and Governance

The Board shall have a group of fully empowered decision makers that
meets at least quarterly to govern security-policy issues according to a
documented charter.

1.8. Security Compliance and Regulatory Requirements
Management -

The Board shall monitor the legislative and industry landscape to ensure
security policy is updated in consideration of changes that are pertinent or
applicable to the organization. The Board shall facilitate any validation
audits, assessments, or reporting that is necessary to assure compliance to
applicable laws, regulations, or requirements, including the HIPAA Privacy
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Office(r), IRS Safeguard Reviews, and responses to third party inquiries into
the security of the organization.

1.9. Cloud Usage and Security

The Board shall prohibit the use of "cloud" technologies, including Software
as a Service (SAAS), Platform as a Service (PAAS), and Infrastructure as a
Service (IAAS), that are not explicitly authorized by the Board. The Board
shall assess and evaluate “cloud” technologies prior to authorization to
ensure that business operations are capable of delivering programs and
services efficiently and effectively within acceptable tolerances mitigating
potential negative outcomes.

At a minimum, the assessment must include:

o Potential security risks and threats to the system.

e Potential security risks and threats to Agency information that may be
processed, stored, or transmitted.

e Location of information that may be processed, stored, or transmitted.
For more information on geographic restrictions, see section 2.12.1
Geographic Restrictions for Data Access: Third-Party Personnel.

e Whether parties may have direct or indirect access to the system and
information and what type of access should be granted for their role.
For more information on third-party access, see section 2.12. Third-
Party Personnel Security.

e Verification that “cloud” technologies which process, store, or transmit
Agency information have TX-RAMP certification.

1.10.Security Assessment and Authorization / Technology Risk
Assessments

The Board shall evaluate the design and architecture of systems and
applications in conjunction with existing or available controls to ensure that
current and anticipated threats are mitigated within established risk
tolerances. This includes an analysis of in-place systems periodically or when
significant change occurs, as well as the analysis of the introduction of new
technology systems.

1.11.External Vendors and Third-Party Providers
The Board shall evaluate third-party providers and external vendors to
ensure security requirements are met for information and information

resources that will be transmitted, processed, stored, or managed by
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external entities. This includes contract review as well as the development of
service level agreements and requirements.

SECTION 2 - PROTECT

2.1. Enterprise Architecture, Roadmap and Emerging Technology

The Board shall maintain an enterprise information security architecture that
is aligned with Federal, State, Local, and Board data security and privacy
requirements. The Board shall use a roadmap and emerging technology
evaluation process to stay abreast of the continued evolution of security
solutions, processes, and technology.

2.2. Secure System Services, Acquisition and Development

The Board shall ensure that the development and implementation of new
systems meets the requirements necessary to assure the security of
information and resources.

2.3. Security Awareness and Training

The Board shall require all persons to whom it grants access to Agency
applications to annually complete the Cybersecurity Awareness Training
provided by the Agency for Agency employees. This training is available at:

https://twc.texas.gov/development/train/board_and_contractor_training_lin
ks.html

2.4. Privacy Awareness and Training

The Board shall require all persons to whom it grants access to Agency
applications to annually complete the Sensitive Personal Information (SPI)
Training provided by the Agency for Agency employees. This training is
available at:

https://twc.texas.gov/development/train/board and contractor training lin
ks.html

2.5. Cryptography
The Board shall establish the rules and administrative guidelines governing

the use of cryptography and key management in order to ensure that data is
not disclosed or made inaccessible due to an inability to decrypt.
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2.6. Secure Configuration Management

The Board shall ensure that baseline configurations and inventories of
information systems (including hardware, software, firmware, and
documentation) are established and maintained throughout the respective
system development life cycles.

The Board shall establish and enforce security configuration settings for
information technology products employed in information systems.

The Board shall ensure that all systems are operating under configurations
that have been agreed upon according to organizational risk management.

2.6.1 Secure Software Installation and Authorized Usage

The Board shall prohibit the use and installation of software programs
that are not explicitly authorized by the Board. The Board shall assess
and evaluate software programs prior to authorization to ensure that
business operations are capable of delivering programs and services
efficiently and effectively within acceptable tolerances mitigating
potential negative outcomes.

At a minimum, the assessment must include:

e Potential security risks and threats to the system.

o Potential security risks and threats to Agency information that
may be processed, stored, or transmitted.

e Location of information that may be processed, stored, or
transmitted. For more information on geographic restrictions,
see section 2.12.1 Geographic Restrictions for Data Access:
Third-Party Personnel.

e Whether parties may have direct or indirect access to the system
and information and what type of access should be granted for
their role. For more information on third-party access, see
section 2.12. Third-Party Personnel Security.

2.7. Change Management
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Changes include, but are not limited to, implementation of new functionality,
interruption of services, maintenance activity, and repair of existing
functionality and/or removal of existing functionality.

Change management will be required based on a risk assessment of the
information resources (including operating systems, computing hardware,
networks, and applications).

The change management process shall include the analysis of potential
security impacts to the information system as a result of the change.

Scheduled changes must be reviewed by the appropriate IT staff and data
Owner(s) prior to the change. The review staff may deny or delay the
change if it is determined that the change has not been adequately planned
for, suffers from inadequate backup planning, will negatively impact a key
business process, or that adequate resources cannot be made available to
support the change.

2.8. Contingency Planning

The Board shall ensure that plans for emergency response, backup
operations, and post-incident occurrence recovery for information systems
are established, maintained, and effectively implemented to ensure the
availability of critical information resources and continuity of operations in
emergency situations. Backing up data and applications is a business
requirement. It enables the recovery of data and applications in the event of
loss or damage (natural disasters, system disk and other systems failures, -
intentional or unintentional human acts, data entry errors, or systems
operator errors).

2.9. Media
2.9.1 Removable Media

Removable media is defined as, but not limited to, diskettes, tapes,
compact discs, DVDs & Blu-ray discs, memory cards/sticks,
USB/Firewire “Flash” key/pen/thumb drives, portable mass storage
devices such as external hard drives, personal audio/video players
such as iPods, tablets, cellular telephones, and smart phones with or
without expandable memory capabilities.

The Board shall prohibit the use of personally owned removable media
unless specific exemption is granted by an authorized executive of the
Board.
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The Board shall require that any Agency data placed on removable
media be encrypted.

In the event of loss or theft of removable media containing Agency
data, the Board shall notify the TWC Chief Information Security Officer
within twenty-four (24) hours and include a complete description of
the data, including an index or table of contents of those data.

The Board shall cause all removable media to be scanned for viruses,
worms, Trojans, and any other malicious code prior to its use with
Agency data or systems.

The Board shall assure that the reuse or disposal of removable media
follows data sanitization guidelines in compliance with National
Institutes of Standards and Technology Special Publication 800-88
Guidelines for Media Sanitization in order to assure removal of any
electronic protected, confidential and/or sensitive Agency data.

2.10. Physical and Environmental Protection

The Board shall ensure that physical access to information systems,
equipment, and the respective operating environments is limited to
authorized individuals. The Board shall protect the physical locations and
support infrastructure for information systems to ensure that supporting
utilities are provided to limit unplanned disruptions. The Board shall protect
information systems against environmental hazards and provide appropriate
environmental controls in facilities containing information systems.

2.11. Personnel Security

The Board shall ensure that individuals responsible for Agency information
are identified and their responsibilities are clearly defined. The Board shall
ensure that any individuals occupying positions of responsibility within the
Board (including third-party service providers) are trustworthy and meet
established security criteria for those positions, verified through a criminal
history background check. The Board shall ensure that information resources
are protected during and after personnel actions such as terminations and
transfers. The Board shall employ formal sanctions for personnel failing to
comply with security policies and procedures.

2.11.1 Geographic Restrictions for Data Access: Board Staff
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2.12.

The Board shall restrict the geographic location of its board staff
information systems that receive, process, store, or transmit state and
federal data to areas within the United States. The United States is
defined for purposes of this policy as all 50 states and the District of
Columbia.

Third-Party Personnel Security

The Board shall require all third-party providers to comply with all security
policies and standards. The Board shall establish personnel security
requirements including roles and responsibilities with limits on access
requirements defined in accordance to least privileged and data minimization
methodologies. The Board shall monitor providers for compliance.

2.13.

2.12.1 Geographic Restrictions for Data Access: Third-Party
Personnel

The Board shall require its third-party providers to restrict the
geographic location of information systems that receive, process,
store, or transmit state and federal data to areas within the United
States. The United States is defined for purposes of this policy as all
50 states and the District of Columbia.

System Configuration Hardening and Patch Management

2,.13.1 System Configuration Hardening
The system hardening procedure shall include, but is not limited to:

a. Operating systems may only be installed from Board IT approved
sources;

b. Vendor supplied patches shall be applied;

c. Unnecessary software, system services and drivers shall be
removed;

d. Appropriate security parameters, field protections and audit-
logging capabilities shall be set;

e. Default account passwords shall be disabled or changed as
appropriate;
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f. Vulnerability assessment will be run against the server before
being placed into production;

g. The information system must be configured to provide only
essential capabilities and specifically prohibits and restricts the
use of unnecessary functions, ports, protocols, or services;

h. Security configurations must be set to the most restrictive mode
consistent with information system operational requirements and
according to the level of risk formally accepted by owners of the
information systems; and

i. Password-locking screensavers shall be enabled and activated
after no more than fifteen (15) minutes of inactivity.

2.13.2 Patch Management

Board IT staff must monitor information feeds for the release of new
operating system and application patches and hot fixes that are
pertinent to TWC information resources.

All patch releases will follow a defined process for patch deployment
that includes assessing the risk, testing, scheduling, installing, and
verifying, unless the need for an emergency deployment exists.

2.14 Access Control

The Board shall determine, assign, and secure the computer access codes
required for a Board or subrecipient, contractor, or subcontractor user or
Agency staff member to perform assigned job duties, including
changing/resetting user local passwords and administering RACF security
adds/changes and deletes for Board, subrecipient, contractor and
subcontractor users.

The Board shall require all persons to whom it grants access to Agency
applications to execute a P-41 TWC Information Security Agreement, All
Employees Form available at the following web address: P-41 (WF Board
Use).

The Board shall maintain a copy of the most recent Agency Information
Security Agreement for each user. Each user must execute a new P-41 every
two (2) years by the end of the month in which the last P-41 was executed.



The Board shall determine which of its employees and subrecipients need
Health and Human Services Commission (HHSC) computer access to
perform assigned job duties. (NOTE: Request for HHSC computer access
shall be routed to the Workforce Systems Support Help Desk.)

2.15 Account Management

Account Management establishes the standards for the creation, monitoring,
control, and removal of User accounts. The Account Management standard
shall apply equally to all User accounts without regard to their status or
category. User accounts are the means by which access is granted to TWC
information resources. Accounts are granted to Board staff determined to
have a need. These accounts assist in establishing accountability for systems
use and are a key component in the protection of data, its confidentiality,
and integrity.

a. All accounts must be identifiable using a unique User ID.

b. Accounts, other than service/maintenance accounts, must uniquely
identify a specific User.

c. Unsuccessful account access attempts must be monitored, and
accounts locked after five (5) or less failed attempts within two (2)
hours or as determined by a documented risk assessment.

d. Written notice of removal of access authorization for any individual
shall be submitted to the Agency within twenty-four (24) hours of
removal of that access.

2.15.1 User Verification

The Board shall implement and maintain a system for user verification
to ensure that all user accounts are current.

(1) The Board shall revoke access to user accounts within twenty-four
(24) hours of

a. contract, subcontract, or subgrant completions; and

b. the termination action or actual termination of an employee or
contractor employee, whichever is later.

(2) The Board Systems Administrators will conduct a quarterly review
of Board account status to identify obsolete accounts.
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a. For all accounts that are no longer in use, the Administrator
shall notify the appropriate account management administrator
to delete the account and notify the “Terminated Employees”
shared distribution list to ensure that the appropriate Board
accounts are deleted.

b. All accounts dormant for more than three (3) months will be
flagged and disabled unless the Agency is notified to the
contrary by the Board.

c. Accounts dormant for six (6) months or more will be deleted.
2.16 Security Systems Management

The Board shall design, implement, configure, administrate, maintain,
monitor, and support security systems to enforce security policy and provide
security services. These systems include firewalls, Intrusion Prevention
Systems (IPS), Internet Proxy Servers, Security Information and Event
Management (SIEM) systems, and other control enforcement or monitoring
systems.

2.17 Network Access and Perimeter Controls

Network equipment such as servers, workstations, routers, switches, and
printers should be installed in a manner that prevents unauthorized access
while limiting services to only authorized users. A perimeter should be
established to delineate internal systems and prevent unauthorized external
parties from tampering, attempting access or connecting without approved
remote access methods.

2.18 Internet Content Filtering

The Board shall implement a system or service to enforce controls to block
access to Internet websites based upon categories of content, application
types and granular application functions, time of day or amount of
utilization, or the dynamically updated reputation of the destination. Web
content filtering should be based on the following two (2) goals:

Bandwidth Preservation — The Local Area Network (LAN) and Wide

Area Network (WAN) resources within the Agency locations are limited
and heavily utilized for conducting business; and

31



Inappropriate Content - The Internet contains content that is
inappropriate in nature and unacceptable for access in the workplace.

2.19 Data Loss Prevention

The Board shall implement a solution designed to detect and prevent
potential data breach incidents where sensitive data may be disclosed to
unauthorized personnel by malicious intent or inadvertent mistake.
Detection of data at risk can be performed while in use at the endpoint,
while in motion during transmission across the network, and while at rest on
data storage devices.

2.20 Identification and Authentication

User chosen passwords must adhere to a minimum length and format as
defined by current password guidelines:

d.

Contain at least one each upper- and lower-case letters, one non-
alphanumeric and at least one number;

. Are at least eight characters in length;

Passwords should not have consecutive duplicate characters such as
99 or BB;

. Passwords should not have consecutive-count numbers or letters such

as 1234 or ABCD;

. Passwords are not words in any dictionary including, slang, dialect,

jargon, etc.;

Passwords are not based on personal information such as names,
birthdates, etc.;

. Passwords should be easily remembered;

. Passwords should never be the same as the User ID;

All passwords must have an expiration period not to exceed one
hundred and eighty (180) calendar days or as defined by the most
current password guidelines;

Stored passwords must be encrypted; and
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k. Passwords should not be re-used within the last 10 instances.

2.21 Spam Filtering

The Board shall implement a solution or service that filters and/or blocks any
E-Mail item, inbound or outbound, which is determined to place the Board,
its systems and/or networks at an unacceptable level of risk.

2.22 Portable and Remote Computing

Access to TWC systems utilizing remote portable computing devices must
use a Virtual Private Network (VPN) connection.

2.23 System Communications Protection - Data Transfers Standard

TWC utilizes and stores data that must be protected from interception and
alteration. All data file transfers that involve TWC data shall be secured
using an Agency approved data transfer encryption method or file encryption
method. Data made available for the general public - including information
posted on TWC publicly accessible websites or public file transfer protocol
(FTP) servers is exempt from being encrypted. There are two methods of
transferring electronic files. The electronic movement of data using a
communication channel from one point to another, (transmission), and the
physicali movement of data from one point to another, (transport). There are
two basic methods used to encrypt data in transmission. The data can be
encrypted prior to transmission or transmission of the data over an
encrypted communications channel. Data transport is accomplished by
moving the media that holds the data. The data is encrypted on the media
using a data at-rest method with a minimum of AES-256 algorithm.

 SECTION 3 - DETECT -
3.1 Vulnerability Assessment

Board must conduct periodic vulnerability assessments of their networks,
applications, and other systems. This includes, but is not limited to,
penetration testing to test and evaluate security controls and security
defenses and to ensure that required security posture levels are met. The

Board shall evaluate results of various penetration tests to provide risk-
based prioritization of mitigation.

3.2 Malware Protection
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The Agency shall maintain virus protection software on all systems and
custom applications provided to the Board.

The Board is responsible for the use and installation of virus protection
software on all systems and custom applications maintained by the Board.

Virus protection software shall include automatic updates that apply the
most current and appropriate protection and patches for viruses or malicious
code infection on all network servers that provide virus scanning services to
network attached workstations. It shall also provide automatic scanning of
all files stored on or attached to workstations or servers. It shall also provide
automatic scanning of files accessed or copied onto a storage device from
external sources, such as, but not limited to, the Internet (cloud service
providers) and media such as CD-ROMs, flash drives, and floppy disks.

3.3 Security Monitoring and Event Analysis

The Board shall analyze security events and alerts generated from the
Board’s environment and be able to:

a. Collect the security-related information required for assessments,
metrics, and reporting;

b. Analyze the data collected and report findings to Board
management;

c. Assess the effectiveness of security controls; and

d. Respond using technical, administrative, and operational mitigating
activities.

'SECTION 4 - RESPOND

4.1 Cybersecurity Incident Response

The Board must develop a Cybersecurity Incident Response Plan. The plan
must include adequate preparation, detection, analysis, containment,
recovery, and response activities.

The Board is responsible for notifying and escalating incidents to appropriate
personnel and coordinating activities to ensure timely isolation and
containment, impact analysis, and any resulting remediation / resolution
requirements.
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